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About code4thought

Founded in 2017 with a unique purpose, to

render technology transparent, for large- < / > Delivery center in Athens
scale software and Al-based systemes. R&D center in Patras

We evaluate and monitor the non- oo

functional quality of any software system - _ o

at every stage of their life cycle, ! _decisively investing in own R&D

through the analysis of source code and \ #  _international partnerships & project-participation
architecture with the SIGRID platform of - _ _Strongties with Academia

_TIER1 customer base
_team with academic & enterprise experience

We help organizations govern any type of _participations and publications in international  venues
: _cross domain & technology agnostic solutions

our partner SIG

Al-based system at every stage of their life e cteal and well - X
cycle, by testing & auditing Al models & _tactual and well-researched approac

their datasets with iQ4Al, our own platform
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What is Al, really ?

Basics of Artificial Intelligence and Machine Learning

Dr. Petros Stavroulakis
Trustworthy Al Consultant, coded4thought

Visiting Professor of Computer Science, Evelpidon Military Academy




The ‘brain’ The ‘body’

Al MODEL: THE CORE Al SYSTEM: THE COMPLETE SOLUTION

APPLICATION CODE
r L5, sivrmastaicne
Q the model and manages
the overall process.
O
N User = Safe &
Data E:> ? w wAp";’jii::lzaalt‘ieon
© THE MATHEMATICAL ENGINE: The core Input ‘ ' Output
' ' DATA SHAPING & GUARDRAILS &
AL e il e PRE-PROCESSING ;// : POST-PROCESSING
e MAKES PREDICTIONS: Takes shaped Cleans, formats, Al MODEL Filters outputs for
input data and provides raw outputs o formemods. 0N Sy and sples
based on trained patterns. L business rules.
® |SOLATED COMPONENT: The . .
fundamental reasoning part, not a full THE MODEL IS THE REASONING ENGINE. THE SYSTEM IS THE
application. COMPLETE WORKFLOW AND APPLICATION THAT MAKES IT

USEFUL AND SAFE.
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Examples of different types of Al models

I T
G -] RASEE

SPEECH RECOGNITION IMAGE RECOGNITION MANIPULATION & CONTROL

. :
Q>>> il = | 5

SOUND GENERATION IMAGE GENERATION TEXT GENERATION
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Examples of different types of ‘Al systems’:

Claude Gemini ChatGPT



Compliance Assessment Report
ISO Standard: ISO/IEC 42001-2023 (Sections scored: 7 / 20)

Date: 04 June 2026/

Documents evaluated:
1. Risk Matrix

2. Awdcagia ASloddynong & Eykpiong Epyadeiny,
3. Awdwagia AfoAdynaons Kwvduvwy & Emmntwoswy Xpnong TN,

4. KoataAoyoc Afioddynonc EpyaAsiwv TN

. Average score: 3.0/5

Section Title

41 Understanding the
organization and its
context

Score

2

What Exists

O opyaviopog dnAdvel pnTa 0T
dev avomTOooEl, dev EKTOOEVEL
KO 3EV SLOVEIEL GUCTLLOTOL
TEYVNTNG VOMUOOUVNG GE TPITOVG,
OAAQ YPTOUOTOLEL ATOKAEIOTIKG
étowueg vnpeoieg TN tpitov Yo
E0MTEPIKOVE AEITOVPYIKOVG
OKOTOVG, TPocdtopilovtag £Tot gV
UEPEL TOV POLO TOV MG
TEAATT/xprioTn/Popén EPaPUOYNG
TN.

Gap

Agv gvtomileTon o€ Kavéva
£YYPOPO EMIOTUOG Kol
dounpéEVOg TPOGIOPIGAC
TV EEMTEPIKAV KO
E0MTEPIKAV {NTNUdTOV,
onw¢ anorteiton amd 1o ISO
42001 dev vmapyel pn
avaALGT TAAGIOL TOTTOV
SWOT, PESTLE 7
1003VVANO TEKUTPLO
avaALOTC.

References

H yeviki oAtk
Suxeiplong xpriong TN
opileL oto Ttedio e@appoyng
NG OTL €0 OPYAVIOUOG SeV
avamntuoosl, Sev exkmadesl
kat 8ev Slabétel cvoTuata
TEXVNTNG VONLOGUVNG TIPOG
TpLTOuG KaL XPNOIHOTIOLEL
OTIOKAELOTIKA £TOLUES
vmmpeoieg TN tpitwv pepwv
Yl E6WTEPLKOVG
ETILYELPTOLAKOUG CKOTLOVG».
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Artificial intelligence vs Machine Learning

Artificial Intelligence

Broad field focusing on
intelligent behavior.

Machine Learning

Subfieid focusing on
learning patterns from data.

All ML is Al, but not all Al uses ML.

Learns patterns from data!

EXPLORING
MACHINE LEARNING
MODELS

LOGICAL, GEOMETRIC, AND
PROBABILISTIC APPROACHES

@0 0O XX 00
LOGICAL GEOMETRIC  PROBABILISTIC




Machine Learning vs Traditional Programming

The Paradigm Shift

Traditional Programming: | [Inputs] |+ | [Rules] = | Output

Machine Learning: Inputs] |+ | [Outputs] |- | Model (learned rules)

Minimizing the error between input
and output

Main difference:
Traditional Programming — predictable engineered behavior

Machine learning - behavior depends on dataset and optimization procedure
(requires continuous montitoring)




Table of sin(angle)

Angle |sin (a) Angle |sin (a) Angle |sin (a) Angle |sin (a)

00 |00 250 |.4226 | [460 |.7193 710 | .9455

1.0 0174 | (260 |.4384 | |470 [.7314 720 | .9511

* Trying to "extract” rule y = sin(x) , only St | s amon | [sarm s o e

by US|ng 3 l.OO kup table. 4,0 .0898 200 | .4848 500 | .7660 750 | .9650

5.0 0872 | [300 |[5000 | [510 [.7772 760 | .9703

6.0 1045 | (310 | 5150 | |520 [.7880 770 | .9744

7.0 1219 | [320 | 5200 | |s530 |[.7086 780 | .9781

8.0 1392 | [330 |[546 | [540 |[.8000 790 | .9816

9.0 1564 | (340 | 5592 | 550 |[.8191 80.0 |.9848

Plot of sin(x) with Points at Equal x Intervals 100 |.1736 5.0 | 5736 56.0 | 8290 810 | .9877

100 - — 10 |[.198 | |360 [.5878 | [57.0 |.8387 82.0 |.9903

120 |.2079 | |370 |.6018 | [580 |.s480 83.0 |.9926

0.75 - 130 |.2249 | |380 |.6157 | [500 |.8571 840 |.9945

140 |.2419 | |390 |.6203 | [600 |.8660 85.0 | .9962

0.50 1 150 | .2588 | |40.0 | .6428 | | 610 |.8746 | | 860 | .9976

0.25 160 |.2756 | | 410 | .6561 620 | .8829 87.0 | .9986

_ 17.0 |.2024 | | 420 | .6691 63.0 |.8910 88.0 | .9994

Z 000- 180 | .3000 | | 430 | 6820 | | 640 |.8988 | | 89.0 | .0008

” 190 [.3256 | |40 |.6947 | [65.0 |.9063 90.0 | 1.00
0251 200 | .3420 450 | 7071 660 |.9135
—-0.50 - 21.0 3584 67.0 9205
220 |.3746 680 |.9272
-0.75 + 230 | .3907 69.0 |.9336
100 - 240 | .4067 700 | .9397
Use your browser "Print" command to make copies of this form.
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* In true life data contains ‘noise’/ poorly curated data:

Plot of sin(x) with Noisy Points

o} True sinfx)
@ . |
10 - @ Moisy Points
0.5 1
5. 00
-0.5
-1.0 + e
o0
L]
@ ¢
@
-6 -4 22 0 2 4 6
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* Therefore the ‘best we can do’is error minimization in multiple iterations:

HOW A LEARNING MACHINE GETS BETTER

[ 1.THEDATA ) 2. THE LEARNING MACHINE
(TRAINING POINTS) A secret box with dials.
M| o oo TRAINING
L‘tﬂ{. SEND
Rl . || DATA
‘e ®on
% | o MACHINE'S
o il GRS 1SIZE o
FUNCTION G(X
Training data. ( & MISTAIE -
_ MACHINE'S g
MACHINE'S 4. LEARNING
NETAKE MISTAKE & FIXING %
‘I?et?l Dots are the Turns the machine's
available training points. TR -, didls e make smeller
MISTAKE <® mistakes next time.
& g ¥
& J
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* Example of applying error minimization (green line) after some
iterations to noisy input data (red) , blue is the perfectly
optimized result :

START (Epoch 0): Random Weights MIDDLE: Minimizing Error

"¢ —Bad NN X
prediction
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The need for continuous monitoring:

Continuous monitoring of Al systems is required due to:

Performance Aspects

- Data Drift (data input is very different to training data)
- Concept Drift ( core relationship changes e.g. from sinusoid to linear)

- Bias (from training data / training procedure ) Regulation Aspects
- Fairness ( positive decision rates for different demographics )

- Explainability (when we get a decision, can we explain what led to it ?)
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Regulatory Frameworks and
Responsible Al

Mapping Al Evaluation Requirements for the EU Al Act and ISO/IEC42001

Dr. Petros Stavroulakis
Trustworthy Al Consultant, coded4thought

Visiting Professor of Computer Science, Evelpidon Military Academy
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7\

Disclaimer:

coded4thought does not provide legal advice and has never

represented itself as doing so, either explicitly or implicitly.

All information is provided for educational purposes only
and should not be relied upon as legal advice.
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[ 1. FAIRNESS & BIAS )

HISTORICAL DATA BIAS ANALYSIS ~ BIAS M[I'_I_Ig{\TION

OVER-
REPRESENTED

| EourmaBLE

TRAINING

UNDER-REPRESENTED ? \f &

* Analyze Training Data for Hiddn Biases
o Implement Advanced Bias Mitigation Techniques
* Monitor System Output for Non-Discrimination
Ensure Al systems do not discriminate against
| specific individuals or demographic groups. |

[ 2. TRANSPARENCY & )
EXPLAINABILITY

A [
\/

——t

MODEL
SPECIFICATIONS
DOC

B

() ===

WHY CREDIT
WAS DENIED

* Disclose Al Operations and Decision Logic

o Create Clear, Human-Understandable Explanations

* Provide Detailed Audit Trails and Documentation
Design Al models so their operations,

| data, and decisions can be understood. |

DATA PROVENANCE
TRACKER

| assign responsibility for system outcomes. |

Al GOVERNANCE
BOARD

050"

DEVELOPMENT DEPLOYMENT MONITORING
LEAD T MANAGER I AUDITOR

RESPONSIBILITY ASSIGINSIBILITY
CHECKLIST ACCOUNTABILITY

o Establish Clear Human Oversight for System
* Define Individual Responsibility Across Lifecycle
o Create Communication Channels for User Grievances

Establish clear human oversight and a way to

v

e Practice Data Minimization
(only essential data)
© Prioritize User Consent and Subject Rights

o Use Robust Data Anonymization
and De-identification

5 CONSENT o~
GATEWAY

MANAGE
USER
CONSENT
@@=

i DATA
DE-IDENTIFICATION  p SECURE
Protect user data and respect

user data autonomy.

* Robust Defense DATA —_—
Against Cyber Threats "°‘§’\’f"§f & INJECTION

o Harden Models Against
Adversarial Manipulation

o Secure the Entire
End-tEnd Lifecycle

CYBER
- ATTACK

A
ROBUSTNESS
TESTING

Ensure technology is robust against cyber

[ aprivacy [ 5.security  JM[6. sAFETY & RELIABILITY |}

o Conduct Thorough Safety
Risk Assessments

o Verify Model Accuracy

and Generalization

> lle

SAFE-MODE
ACTIVATION PREVENTED HARM

FINANCIAL
CRASH

SAFE O
SHUTDOWN

Build accurate, dependable systems
that do not cause harm.

threats and adversarial manipulation.
S S\

[3. ACCOUNTABILITY |

N

r
LL

A b ®
Definition: The business
governance and Al lifecycle

processes by which produce
Trustworthy Al

~
©
()
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1. ACCOUNTABILITY
.

2. TRANSPARENCY

* Assign Clear System INTERNAL

Ownership 7/ LoGIC .
* Maintain Detailed )7 DECISION 2 [
Audit Trails :I‘ PATHS . 2 ‘
* Establish Redress X = I g
A * Employ Fairness-Aware
Mechanisms \ — Algorithms ‘I
* Disclose Al Use to Users "MODEL 1 BIAS
j * Generate Understandable ExpILUMENTATION [EQ#EEAS%E = MITIGATION]
N * Publish Model Cards & Datasets|__CARD | . STRATEGY
Clear lines of responsibility for Al Enable users to understand how Ensure equitable treatment and prevent

system actions and outcomes. ||| and why Al decisions are made. || | discrimination across all user groups. |

o

@ \ W (- \ ¥ (7

| 4. PRIVACY | 5. SECURITY 6. HUMAN OVERSIGHT |

DATA e Practice Data Minimization | | » Harden Against ADVERSARIAL * Review High-Stakes

> TSN
o ©
5 )

MISMEER, o Jfee Dt Anonymization | ||  Exploits & Attacks ‘H_ATTACK |l Al Decisions
« Prioritize User Consent * Secure Complete b cate | ® Maintain Real-Time
N | Data Lifecycle © | System Control
I Bﬂﬁ SDATA - * Continuous Security NERRIDE (] | ® Implement

{

Al, the produced system operates in
a Trustworthy fashion.

VULNERABILITY
SCANNING

Protect sensitive personal data Protecthe Al system from external | [ Maintain effective human control
| and respect user data autonomy. | - | threats, manipulation, and vulnerabilities. | © | and judgment over Al systems. |
m'
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- FULL Of Savour The Famous Grouse Responsibly
z \ CHARACTER 1 tie b drinkawere.co.uk

Savour The Famous Grouse Responsibly

tes th ey drinkawere.co.uk

"Disclaimer: This image is used for educational and analysis purposes only under the Fair Use doctrine. The presentation does not
own the copyright, nor does itimply an endorsement or promotion of the alcoholic beverage or brand shown."



The Core Offering
The product beautifully
and warmly lit,
emphasizing craft,
transparency, and care.

The Mascot
——— A grounded, physical
anchor that gives an
inanimate product a living
face and personality.

The Hook

Bold, classic serif
typography communicating
uncompromising quality
('FULL of CHARACTER).

<.--.l....l

The Mandate

The compliance text grounding the
aspirational ad in ethical reality (‘Savour...

Responsibly’).



| Insert Al company logo. ]

FULL of
INTEGRITY

Develop Al Responsibly.

Certified by: 3k codedthought e



EU Al Act

Regulation (EU) 2024/1689
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( . ( -

2. FUNDAMENTAL RIGHTS PROTECTION 3. HUMAN OVERSIGHT & AGENCY
oo Oversight

1. RISK-BASED REGULATION |

~

Human in
the Loop

Ensures Al serves democracy and the rule of law.
Specifically targets the mitigation of algorithmic bias
i and protects individual privacy and non-discrimination. |

The EU Al Act purpose:

Establishing the world’s first
Mandates that humans remain “in the comprehensive legal framework

loop.” High-risk Al must be designed for to ensure Al systems are, Safe,
effective oversight by natural persons Trustworthy and Respectful of

to prevent automated harms. fundamental European Values

Categorizes systems into four risk levels
(Unacceptable, High, Limited, Minimal). |
Obligations are strictly proportionate to 4, AL %
| the potential level of harm to citizens. |- - ; *

. {'* HARMONIZING “ )
4 SINGLE MARKET * TECHNOLOGY * TECHNICAL SAFETY
HARMONIZATION AN \ & ROBUSTNESS

Testing 0
¥
- M

‘ fadh K
. . 2 Strict requirements for accuracy, cybersecurity, and data quality. |
Replaces fragmented national laws with a unified legal framework across Model requiiments for acuracy, cybersecurity, and data quality. Models
| the EUto boost legal certainty and cross-border innovation for businesses. | I | must be resilient against adversarial attacks and technically dependable. J]
Regulatory Framework for Trustworthy Al | 2024 EU Harmonization | lllustrative Diagram
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_ Entered into force August 2024; phased application through 2027. Risk-
based regulation covering Al placed on the EU market or affecting

persons in the EU.
_ Evaluation requirements concentrate on high-risk Al systems (Title I, @
Chapter 2) and on general-purpose Al models (Chapter V).

_ Six trustworthiness properties are explicitly required: accuracy, \
robustness, cybersecurity, fairness/non-discrimination, transparency,

explainability/interpretability.

_ Compliance is demonstrated through technical documentation (Art. 11
+ Annex IV), quality management (Art. 17), conformity assessment, and
post-market monitoring (Art. 72).

3k code4dthought e



Article 15(1) — high-risk Al systems shall be designed and developed to
achieve an appropriate level of accuracy.

Article 15(2) — the Commission shall encourage the development of
benchmarks and measurement methodologies.

Article 15(3) — accuracy levels and relevant accuracy metrics shall be
declared in the accompanying instructions for use.

Article 13(3)(b)(ii) — transparency to deployers: instructions must include
the metrics used to measure accuracy.

Annex IV (2)(g) — technical documentation must describe the metrics used
to assess accuracy.

Recital 74 — appropriate accuracy throughout the lifecycle; performance
must be measurable and reproducible.

)
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Article 15(1) — high-risk Al systems shall achieve an appropriate level of
robustness.

Article 15(4) first subparagraph — resilience against errors, faults and
inconsistencies;

Article 15(4) second subparagraph — addressing feedback loops where
outputs influence future inputs, including bias amplification risks.

Annex IV (2)(g) — robustness metrics in the technical documentation,
including stress-testing and behaviour under degraded conditions.

Recital 75 — design for resilience, with emphasis on operating
environment, foreseeable misuse and unexpected situations.

)
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Article 15(1) and 15(5) —

Article 15(5) second subparagraph — technical solutions for Al-specific

vulnerabilities, including measures to prevent, detect, respond to, resolve
and control:

Annex IV (2)(h) — cybersecurity measures put in place must be

Article 72 — post-market monitoring shall include cybersecurity-relevant

and trigger updates where appropriate.

Recitals 76-77 —
and to integrate with the NIS2 / Cyber Resilience

Act framework.

\
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Article 10(2)(f) — examination of training, validation and testing data in
view of possible

Article 10(2)(g) — appropriate measures to detect, prevent and -

Article 10(3) — datasets must be relevant, _, free

of errors and complete for the intended purpose.

Article 10(5) — permits processing of special categories of personal data
strictly for _ subject to safeguards.

Article 27 — Fuindamental Rights Impact Assessment (ERIA).for deployers

of certain high-risk Al systems.

Recitals 67 and 70 — interpretive guidance on data quality,

\
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Article 13 — transparency and provision of information to deployers:

intended purpose, capabilities, limitations, expected accuracy and
robustness, foreseeable misuse, performance on specified groups.

Article 50 — _for providers and deployers of

certain Al systems: chatbots disclosing Al interaction, marking of synthetic
/ deepfake content, notification for emotion recognition and biometric
categorisation.

Article 53(1)(a)—(d) — general-purpose Al model providers: technical
documentation, information to downstream providers, and a -
Recitals 27, 72, 132-134 — principles of transparency and obligations
regarding synthetic content.

)
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Article 13(1) — high-risk Al systems shall be designed and developed in such a
way as to be

Article 14(4)(c) — natural persons assigned to human oversight must be able
to

Article 86 — right to explanation of individual decision-making: affected
persons subject to a decision based on a high-risk Al system may obtain clear
and meaningful explanations of the role of the Al system in the decision-
making procedure and the main elements of the decision taken.

Recital 27 — the trustworthy-Al principle of explicability / intelligibility.

Recital 171 — explanations to affected persons must be meaningful and

\
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ISO/IEC 42001:2023

Al Management System — clauses and Annex A controls
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| * Supports the responsible development, deployment, and use of Al.
b IMPROVEMENT N/ -
RISK-BASED THINKING o D 4. OPERATION, EVALUATION
& Al ASPECTS process management. . & IMPROVEMENT
Technical Post-market
Documentation // Monitoring
(Art. 11 + Annex IV) == (Art. 72)

/

Core principles of the Artificial Intelligence Management System (AIMS) standard, enabling
organizations to manage Al-related processes effectively and responsibly.

1. PURPOSE & AIMS FOUNDATION

\ (

\ \
' @7

‘ &(eholders

Analysis

Standardized Organizational :

Process Frams gtructures alysis

« Establishes a structured framework for an Al Management * Requires analysis of internal and external issues affecting
System (AIMS). AIMS objectives.

* Considers the needs and expectations of relevant stakeholders.
» Demands visible commitment and accountability from top
management.

CONTINUOUS Y \ |+ Establishes an Al policy that aligns with organizational goals.

* Applies to any organization regardless of size or sector.
« Harmonizes with other international management standards
ge.g., 1SO 9001, ISO/IEC 27001).

>0 System Risk
s) Complexity [ Sources

\ Intended
/ Use

op-g=-H-d

Operation  Monitoring Audit Manageent Continuous

« Integrates risk-based thinking throughout II Al processes.

iy ; * Plans, implements, and controls necessary processes to meet AIMS requirements.
« |dentifies Al aspects that could create risk to AIMS outcomes. ' - b .

* Monitors and evaluates performance through internal audits and management reviews.

« Determines risks and opportunities for achieving intended results. * Addresses non-conformities and pursues continual improvement of the AIMS.

2. ORGANIZATIONAL CONTEXT & LEADERSHIP ||l

Controls Checklist Review  Improvement

|  Plans actions to address these risks and opportunities (Risk Treatment). ) | «Ensures AIMS remains suitable, adequate, and effective. )

Core Purpose: The
establishment of an Al
management system
AIMS



ISO/IEC 42001:2023 — Clauses related to Al
evaluation

Clause 6.1.4 — Al system _(coverlng individuals,

groups, society).

Clauses 8.2 /8.3 /8.4 —
and impact assessment.
L/

\

)

Clause 9.2 — internal audit; Clause 9.3 — management review.
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Impact assessment — A.5.2 (process), A.5.3 (documentation), A.5.4 (impact on
individuals/groups, fairness), A.5.5 (societal impacts).

Lifecycle & testing — A.6.1.2 objectives; A.6.1.3 processes; A.6.2.2 requirements &
specification (accuracy, robustness, security, fairness, transparency, explainability);
A.6.2.3 design documentation; A.6.2.4 verification & validation; A.6.2.5
deployment; A.6.2.6 operation & monitoring; A.6.2.7 technical documentation;
A.6.2.8 event logs.

Data quality — A.7.2 data for development; A.7.3 acquisition; A.7.4 quality of data;
A.7.5 provenance; A.7.6 preparation.

Information to stakeholders — A.8.2 documentation for users; A.8.3 external
reporting; A.8.4 incident communication; A.8.5 information for interested parties.

Responsible use — A.9.2 processes; A.9.3 objectives; A.9.4 intended use.

Third parties — A.10.2 allocating responsibilities; A.10.3 suppliers; A.10.4
customers.

)
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Greek Law 4961/2022

«Avaduopevecg texvoloyiec mMAnpodPopLKNC Kol
ETIKOLVWVLWYVY, evioxuon tn¢ PndLaknc dtakuBEpvnonc Kai
aAAec dLatacelc. »

>k codedthought e



Not the Greek mirror-law for EU Al Act, as has been suggested that has not yet been voted in.

Greek Law 4961/2022 focuses on certain similar aspects, but was created before the EU Al Act:
Defines how public and private sector uses and engages with Al systems
Precursor to full EU Al Act (EU Al Act was voted in the EU in 2024)
Algorithmic Impact Assessment (AAyoptOuikn Exktipnon Avtiktonou (AlA)) similar to EU Al Act’s FRIA

Al Systems Register (Mntpwa Texvnti¢ Nonpooulvng yia cuotipata uPnAol Kwduvou ) similar to EU
Al Act’s European Registry

Transparency and Accountability ( Apxéc Awadaverag kat Aoyodoaoiag )
Bias (TRpNon tn¢ apXn¢ TG iong LETOXELPLONG KAl TNE KOTAMOAEUNONG TWV dLakpioswv)
Does not contradict GDPR
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Ap6Bpo 1:

«2KOTIOC TOL Ttapovtog Mepoug eivat n dnuiovpyia tTou
KAtAAAnAou Beopuikou uttoBAaBpou yia tn BeptTn Kat
acdaAn aélomoinon Twv duvatoTATWYV TNG TEXVOoAoyiag
TEXVNTAC VonHoouvnG ano Ppopeig ToL SNUOGCLOU KAl TOU
LIOLWTLKOU TOHEQA Kal N evioxuon TNC avOeKTIKOTNTACG TNC
dnpoolag dloiknong arevavtl o€ anelleg oTov
KUBEPVOXWPEO.»



ApOBpo 2: O

«AVTIKE(UEVO TOU TIApOVTOoC MEpoug eival n BeoTion \
puBuicewyv yla tn dlapopdwon Twv KATAAANAWY

EYYUNOEWV yLa TN StaocPAALoN TWV SIKALWHATWY TWV

PUCIKWV Kal TWV VOHULKWYV TIPOCWTIWYV Kal TNV EVioXuon

NG Aoyodooiag Kat Tng dtadaverag katd tn xpnon

OUOTNHATWY TEXVNTNC VONUOoUVNG»



ApOpo 4:

1. OLpopeic TOU dNUOCLIOU TOPEA KATA TNV EVvOLA TNG
mep. a’tngmap. 1 tou apbpou 14 tou v. 4270/2014 (A
143) duvavtal, Katd TNV AcKnon Twv appodloTNTWY ToUg,
VA XPNOLHOTIOOUV CUCTHHATA TEXVNTAC Vonuoouvng yla
™ dadikacia AnYne n tnv vtootnpién tng dadikaoiag
AWNng plag artodaong ntnv €kdoon TPA&NG, Ol OTIOLEG
ennpeadouyv ta dkawpata evog GuacLkoU 1 VOULKOU
TIPOCWTIOU, pOvoVv £pOcoV N XPAON auth tpoBAETETAL
pntaoce KN diata&n vOpou Ttou e pltAappavet
KATAAANAEG EYYUNROELG YLa TNV TpooTacia twyv
SKALWHATWY AUTWV.

2. Ao 10 Ttedio epappoyn g Tov TTapovtog kedpaiaiov
g€alpovuvral ta Ymoupyeia EBvikAgc Apuvag kal
NMpootaciag tou MNMoAitn, oL emotmttevopevol popeic avTwy,
Kabw¢ kat n EBvikn Yrinpeoia NMAnpodopwwyv (E.Y.I.).



Apdpo 5: AAyoptSuLkn ektipnon avtiktunouv

1. Kabe popcac tou SHnUOCLoU TOREA TTOU XPNOLULOTIOLEL
oUuoTNUA TEXVNTAC vonuoouvng tTng rap. 1 tou apbpou
4, mplv ano tnv évapén AeLtovpyiag Tou GUCTHHATOG,
EKTIOVEL AAYOPLO LKA EKTIHNON AVTIKTUTIOU.

2. Katd tnv ekmovnon tng aAyopLOULKNC EKTINONC
avTKTUTTOU Aapfavovtat urtoyn, tolwc, oL akOAouBeg
nAnpodopiec:

.... B) oL duUVATOTNTEG, TA TEXVLKA XOPOKTNPLOTLKA KOt Ol
TLOLPAUETPOL AELTOUPYIOLG TOU GUOTHHOLTOG,

.... €£) oLKivéuvoL tou gvdExeTtal va tpoKUYP ouV yLa Ta SLKOLWHOTO, TLG
e\evOepieg Kat ta Evvopa oupdEpovra TwV

duoKwV R VORIKWV Ipocwnwyv, ota onoia adopad N to

omnoia ennpealel n AMPn tng anoddaong Kat ...
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Apdpo 6 — YITOXpeWOELS SLapaveLag

« ... TOPEXEL, dnuUooLa, TANPOPOPIEC OXETIKA UE:

a) Tov xpovo evapénc AsLtoupyiac Tou oUOTAUATOC, \

8) tic mapaueTPOUC AstToupyiag, TIC SUVATOTNTEC KAL TO TEXVIKA
XOPOAKTNPLOTIKY TOU CUCTNUATOC,

V) TIC KaTNYyopleC TwV arro@acewyv mou AauBavovral  twv npaéewv mou
ekdildovral UE TN CUUUETOXN TOU CUCTNUATOC 1) utootnpilovtal arro auto
Kot

6) tn Steveépyeia alyoptOULKNC EKTIUNOCNG AVTIKTUTTOU. »

<< OTL TO (PUOLKO 1) VOULKO TTPOCWITO OTO OO0 aipopdt N AnYn tn¢ armodeaons
N n ékdoon tn¢ npaénc, AauBavet yvwon tTwv napopUETPWVY OTLC OITOLES
otnpixdnke n AnyYn tnc anopaocng n n ékdoon tng npaéng os kartavonty
Kot eUkoAa mpooBaotun pop@n, cuuePIAaUBAVOUEVWY TWV UOPPWV TTOU
OLEUKOAUVOUV TNV EVNUEPWON TWV ATOUWV UE avarnpio.>>
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Ap9po 7 — Yoxpe WOELS avadOXwV OUCTNUATWVY TEXVNTHG
vonuoouvng

<<UTTOXPEWTN TOU avadOYouU va TTOPEXEL TIPOC TOV (POPEA TOU \
ONUOoLoU TouEa TIC MANPOWOPIies Twv rep. 8" ka y' tn¢ map. 1 ko
NG nap. 2 tou apdpov 6, ouuneptAauBavougvne tne UMOXPEWONG
napaitnong Tou ano tnv acknon aflWoewyV ov eVOEXETAL VAL
J€oouv o€ Kkivéuvo To dIKaiwUa TWV PUOLKWVY 1) VOULKWV
MPOCWNWV yLa mapoxn MANPOYopPLWV, cULUPwVA UE THV rtap. 1 Tou
apUpou 6.>>
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Apdpo 8

<<1. Kade @popeac tou dnuootou ToUE N UTTOXPEOUTAL VO THPEL
UNTPWO UE TA CUCTAUATA TEXVNTHS VONUOoUVN G ThS map. 1 tou
apYpou 4 mou xpnotlpomnoLel, To ornolio

Enikaportolel uexpt tnv 1n Maptiov kade €touc, Kal, o€ Kade
TIEPINTWON, otav UETEL 0 Asttoupyial VEO oUOTN O

8) tov xpovo evapénc Asttoupylac ToU CUCTAUATOG, V) TIC
TP OUETPOUC AEtToUpYiaC, TIC SUVATOTNTEC KoL TO TEXVLKO
XOPOKTNPLOTIKA TOU OUOTNUATOC, 8) TIC BATIKEC
TTANPOWOPIEC TOU CUOTNUATOC, OITWC N ovouaoia, n Ekdoon
KOl N EMWVUULO TOU KATOOKEUOOTH, £) HETPO TTOU
AauBavovrtal yia tnv ac@alAn Asitovpyia tou, >>
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Apdpo 9

1.Ka9¢e enyeipnon tou 16LWTLKOU TOUER, EPOOOV XPNOLUOTIOLEL cUOTN U
TEXVNTIC VOnUoouvng, To omoio ennpealetl ornotadnmnote dtadikaoio AnYnc
QITOPACEWYV OXETIKA UE TOUC EPYALOUEVOUC N TOUC UTtoYnPLouc EpyaloUeEVOUC
KoL EYEL AVTIKTUTIO OTLC OUVINKES epyaoiag, tnv emtAoyn, tnv mpocAnyn N tnv \
aéloAoynan toug, o kade MePIMTTWON ITPLV TNV MPWTN XPHON TOU, TTAPEXEL
ETTOPKN KAl oo TAnpo@opnon o€ kade epyalouevo n vroYneLo epyalOUEVo,
n ormola meptAauBaveL Kat' EAXXLOTOV TIC TAPAUETPOUG OTLC OTTOLEC oTnpileTal n
Anyin tne amopaong, UE TV EMLEUAaéN TWV MEPUTITWOEWV TTOU TTPOUNTOTETOUV
JTPONYOUUEVN eVNUEPWON Kal dtaBoUAeuon kol SLao@AAILEL TNV THPNHON TNG
apxNs TNG ionN¢ UETAXEIPLONG Kal TNG KATATIOAEUNONG TWV Slakpioewv otnv
anaocxoAnon Kat tnv epyacio AOyw @UAOU, UANG, XxpWHATOC, ESVIKAGC
£JVOTIKNG KaTaywynG YeVEAAOYIKWV KataBoAwv, 3pnOKEUTIKWVY N AAAWV
nenotdnoswy, avannpioac n xpoviag nadnong, NALkiag, olLKOYeVELAKAG N
KOWVWVIKNAG Kataotaons, oeEoUaALKOU MPpooavatoAlonoU, TautotnTac n
XQPOAKTNPLOTIKWYV PUAOU.
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Apdpo 10

1.Ka9¢e eniyeipnon tou tS1wtikoU TOUE, N OOl CUVIOTA pUEoAia N
UEYAAN OVTOTNTA KATA TNV EVVOLa TwV Ttap. 5 kat 6, avtiotolya, Tou
apBpou 2 tou v. 4308/2014 (A' 251) tnpel, o NAEKTPOVIKN Lop PN,
UNTPWO TWV CUCTNUATWYV TEXVNTNC VONUOOUVNC TA ortola
xpnotuornolel eite oto MAQICLO KATAPTIONG TPOPIA KaTtavaAwTwy
gite oto nAaioo aétoAoynon¢ twv naong Uoews epyalouEvwv
TNG ) CUVEPYAIOUEVWY UE QLUTHV (PUOLKWV TTPOCWITWV.

270 untpwo neptAauBavovral yia kade ocuotnua, Kat' EAdxtotov, ol
e€Nc mAnpowopiec: a) n mepLlypapn Twv NaApauETPwY AsLToupyiac,
TWV SUVATOTATWY KOl TWV TEXVIKWV XAPXKTNPLOTIKWY TOU
OUOTHUATOC,
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Compliance - centric Al
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Automated measurement methods for Al systems
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TWO DIFFERENT TYPES OF EVALUATION METHODS FOR TESTING Al MODELS

1. BENCHMARK DATASETS (Automated Testing) 2. ANALYTICAL METHODS (Tailored Analysis)
STANDARD DATA BLOCKS STANDARD METRICS TAILORED METRICS
=) Robustness
< lﬁ & Bounds
obustnessBounds StatisticalChecks E
Structural BT N ?letjgl?tness
'"E'ﬁcgl':" Iﬂ distribution
ﬁ% Property
verification

comparison >
internal

analysis STRUCTURAL &
? BEHAVIORAL PROOF
STANDARD TEST SETS: standardized collections of data INTERNAL LOGIC & PROOFS: mathematical and
with with pre-defined tasks & ground truth. structural analysis of model behavior & properties.
EXTERNAL COMPARISON: provides a common yardstick STRUCTURAL INSPECTION: checks internal soundness,
for comparing models objectively. adversarial resilience.
SCALABLE & REPRODUCIBLE: fast iteration, Cl/CD TAILORED & DEEP: custom metrics to understand failure
gating, easy regression checks. modes on specific distributions.
Downside Data Contamination (data leaks)  Saturation (scores reach 100%) Downsides Complexity (mathematically intensive)  Hard to Scale
. J \_ J

Methods Guide for Al Model Evaluation | Standardized vs. Tailored Assessment | lllustrative Diagram



Evaluating Visual Al via the
FACET Benchmark Dataset
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31 Aug 2023 — Meta published FACET as a
comprehensive benchmark dataset designed for
measuring or evaluating the robustness and
algorithmic fairness of Al and machine-learning
vision models for protected groups

Single
label
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Therefore, we can use the performance metrics to

qualify the “fairness’ of the model by assuming that : \ % \ Mullti—
a correct identification coincides with a ‘positive - ey vy Na \w value
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outcome’.
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Figure: From FACET dataset



TPR

Fairness evaluation - Age

Age - True Positive Rate (TPR) or Recall

1.0

0.8 1

0.6 1

0.4

0.2 1

0.0 -

middle older na young

Age - True Positive Rate (TPR) Disparity

1.0

0.8

0.6

0.4 1

0.2 1

0.0 -

middle older na young
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TPR

Fairness evaluation - Gender —_—

1.0

0.8 1

0.6 1

0.4

0.2

0.0 -

Gender - True Positive Rate (TPR) or Recall

masc fem na non binary

1.0

0.8

0.6

0.4 1

0.2 1

0.0 -

Gender - True Positive Rate (TPR) Disparity

masc fem na non binary
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TPR

Fairness evaluation - Skin Tone

1.0

0.8 1

0.6 1

0.4 1

0.2

0.0 -

Skin tone - True Positive Rate (TPR) or Recall

dark light medium na

TPR Disparity

1.0

0.8

o
o

e
T

0.2 1

0.0 -

Skin tone - True Positive Rate (TPR) Disparity

dark light medium
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Evaluating a Tabular Al model
via Analytical Methods (iQ4Al
tool)
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1St Assessment Home | My Organizations | Definitely Not Biased Inc. | Employee Promotion

Explainability

MASHAP Analysis
SHAP MASHAP

Global Overview

Selected Class

1

performance_rating
education_level
gender
networking_score
hours_worked_weekly

training_hours

Selected Class

1

performance_rating
education_level
gender
networking_score
hours_worked_weekly

training_hours
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Local Explanations

Selected Record Selected Class Selected Record Selected Class

1 1 1 o

networking_score 41 = networking_score
1 = gender o 1 = gender
performance_rating performance_rating
2 = education_level 2 = education_level
5 = projects_completed 5 = projects_completed
certifications 3 = certifications
1 = department 1 = department

12 = training_hours =0.02 12 = training_hours +0.02

8 = years_experience —-0.02 8 = years_experience +0.02

4 other features +0.03 4 other features -0.03

0.300 0.325 0.350 0.375 0.400 0.425 0.450 0.550 0.575 0.600 0.625 0.650 0.675
E[FX)] =0.326 ETFOO

Q
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