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About code4dthought

Founded in 2017 with a unigue purpose,

to
render technology transparent, for large < / > @ Delivery center in Athens

scale software and Alased systems. R&D center in Patras

We evaluate and monitor theon-

functional quality of any software system I _ o

at every stage of their life cycle, ' _decisively investing iawn R&D L
through the analysis of source code and \ ¢ _international partnerships & projegtarticipation
architecture with the SIGRID platform of - _ _strong ties with Academia

_TIER1 customer base
_team with academic & enterprise experience

We help organizations govern any type of @ __participations and publications in international  venues

our partner SIG

Akbased system at every stage of their life _cross domain & technology agnostic solutions

cycle, bytesting & auditing Al models & _factual and welresearched approach
their datasets with iQ4Al, our own platform
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What is Al , really ?

Basics of Artificial Intelligence and Machine Learning

Dr. Petros Stavroulakis
Trustworthy Al Consultant, code4thought

Visiting Professor of Computer Scienc&yvelpidonMilitary Academy
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Al MODEL: THE CORE Al SYSTEM: THE COMPLETE SOLUTION

APPLICATION CODE

& . g ,{‘"’5 & INFRASTRUCTURE
=) The software that runs

the model and manages

the overall process.

N USer —_ N Safe &
1/INI\“
Data == i ; = AV@‘ =p = Apl;fi?:glt?on
e THE MATHEMATICAL ENGINE: The core Input \J Output

/N

' ' DATA SHAPING & o GUARDRAILS &
algorithm (e.g., weights, parameters). D ) i e W
e MAKES PREDICTIONS: Takes shaped Cleans, formats, Al MODEL Filters outputs for
input data and provides raw outputs i SRR LC R
based on trained patterns. L business rules.
® ISOLATED COMPONENT: The . 2
fundamental reasoning part, not a full THE MODEL IS THE REASONING ENGINE. THE SYSTEM IS THE
application. COMPLETE WORKFLOW AND APPLICATION THAT MAKES IT
USEFUL AND SAFE.
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Examples of different types of Al models

=k o

SPEECH RECOGNITION IMAGE RECOGNITION MANIPULATION & CONTROL

. :
Q>>> il = | 5

SOUND GENERATION IMAGE GENERATION TEXT GENERATION
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Claude Gemini ChatGPT




Compliance Assessment Report
ISO Standard: ISO/IEC 42001-2023 (Sections scored: 7 / 20)

Date: 04 June 2026/

Documents evaluated:
1. Risk Matrix

2. Awdcagia ASloddynong & Eykpiong Epyadeiny,
3. Awdwagia AfoAdynaons Kwvduvwy & Emmntwoswy Xpnong TN,

4. KoataAoyoc Afioddynonc EpyaAsiwv TN

. Average score: 3.0/5

Section Title

41 Understanding the
organization and its
context

Score

2

What Exists

O opyaviopog dnAdvel pnTa 0T
dev avomTOooEl, dev EKTOOEVEL
KO 3EV SLOVEIEL GUCTLLOTOL
TEYVNTNG VOMUOOUVNG GE TPITOVG,
OAAQ YPTOUOTOLEL ATOKAEIOTIKG
étowueg vnpeoieg TN tpitov Yo
E0MTEPIKOVE AEITOVPYIKOVG
OKOTOVG, TPocdtopilovtag £Tot gV
UEPEL TOV POLO TOV MG
TEAATT/xprioTn/Popén EPaPUOYNG
TN.

Gap

Agv gvtomileTon o€ Kavéva
£YYPOPO EMIOTUOG Kol
dounpéEVOg TPOGIOPIGAC
TV EEMTEPIKAV KO
E0MTEPIKAV {NTNUdTOV,
onw¢ anorteiton amd 1o ISO
42001 dev vmapyel pn
avaALGT TAAGIOL TOTTOV
SWOT, PESTLE 7
1003VVANO TEKUTPLO
avaALOTC.

References

H yeviki oAtk
Suxeiplong xpriong TN
opileL oto Ttedio e@appoyng
NG OTL €0 OPYAVIOUOG SeV
avamntuoosl, Sev exkmadesl
kat 8ev Slabétel cvoTuata
TEXVNTNG VONLOGUVNG TIPOG
TpLTOuG KaL XPNOIHOTIOLEL
OTIOKAELOTIKA £TOLUES
vmmpeoieg TN tpitwv pepwv
Yl E6WTEPLKOVG
ETILYELPTOLAKOUG CKOTLOVG».
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Artificial intelligence vs Machine Learning

Artificial Intelligence

Broad field focusing on
intelligent behavior.

Machine Learning

Subfieid focusing on
learning patterns from data.

All ML is Al, but not all Al uses ML.

Learns patterns from data !

EXPLORING
MACHINE LEARNING
MODELS

LOGICAL, GEOMETRIC, AND
PROBABILISTIC APPROACHES

@0 0O XX 00
LOGICAL GEOMETRIC  PROBABILISTIC




Machine Learning vs Traditional Programming

The Paradigm Shift

Traditional Programming: | [Inputs] |+ | [Rules] = | Output

Machine Learning: Inputs] | +| [Outputs] || Model (learned rules)

Minimizing the error between input
and output

Main difference:
Traditional Programmingr predictable engineered behavior

Machine learning - behavior depends on dataset and optimization procedure
(requires continuous montitoring)




ATrying toHextractirule y = sin(x) , only [
by using a lookup table.

sin(x)

Plot of sin(x) with Points at Equal x Intervals
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-0.50 1

-0.75 1

-1.00 ~

——

sin(x)

Table of sin(angle)

Angle |sin (a) Angle |sin (a) Angle |sin (a) Angle |sin (a)
0.0 0.0 25.0 4226 46.0 7193 71.0 9455
1.0 0174 26.0 4384 47.0 7314 72.0 9511
0349 27.0 A540 48.0 7431 73.0 9563
3.0 0523 28.0 A69% 49.0 Jod7 74.0 9613
4.0 0698 29.0 4848 50.0 7660 7.0 9659
5.0 0872 30.0 5000 51.0 JIre 76.0 9703
6.0 1045 31.0 5150 52.0 7880 77.0 9744
7.0 A219 320 5299 53.0 7986 78.0 9781
8.0 JA392 33.0 o446 54.0 8090 79.0 9816
9.0 1564 34.0 o592 55.0 8191 80.0 9848
10.0 1736 35.0 5736 56.0 8290 81.0 9877
11.0 1908 36.0 2878 57.0 8387 82.0 9903
12.0 2079 37.0 6018 58.0 8480 83.0 9926
13.0 2249 33.0 6157 59.0 8571 84.0 9945
14.0 2419 39.0 6293 60.0 .8660 85.0 9962
15.0 2988 40.0 6428 61.0 8746 86.0 9976
16.0 L2706 4.0 6561 62.0 8829 87.0 2986
17.0 2924 42.0 6691 63.0 8910 88.0 9994
18.0 3090 43.0 6820 64.0 .8988 89.0 9998
19.0 3256 44.0 6947 65.0 2063 90.0 1.00
20.0 3420 45.0 4071 66.0 9135
21.0 3084 67.0 8205
220 3746 68.0 9272
23.0 3907 69.0 9336
24.0 4067 700 9397

Use your browser "Print" command to make copies of this form.
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Plot of sin(x) with Noisy Points

o} True sinfx)
@ . |
10 - @ Moisy Points
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5. 00
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-1.0 + e
o0
L]
@ ¢
@
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HOW A LEARNING MACHINE GETS BETTER

_ FEEDBACK: Learning and Fixing

(TRAINING POINTS)

A secret box with dials.

[ 1.THEDATA | { 2. THE LEARNING MACHINE

2n L‘.t'.‘.‘.o. S E N D
0 =

{ ‘e, 22t
s, ~3
=21 .. .\’..

MACHINE' SL
GLE SIZE OF
(FUNCTION G(X)) 1M|STAKE

MACHINE'S 4. LEARNING Q
MISTAKE & FIXING L

Turns the machine's
" dials to make smaller
@ mistakes next time.

J

Training data.

MACHINE'S
AETAKE

Red Dots are the

available training points.
MACHINE'S

MISTAKE L
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AExample of applying error minimization (green line) after some
iterations to noisy input data (red) , blue is the perfectly
optimized result :

START (Epoch 0): Random Weights MIDDLE: Minimizing Error

"¢ —Bad NN X
prediction
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The need for continuous monitoring:

Continuous monitoring of Al systems is required due to:

Performance Aspects

- Data Drift( data input is very different to training data )
- Concept Drift ( core relationship changes e.g. from sinusoid to linear)

- Bias ( from training data / training procedure ) Regulation Aspects

- Fairness ( positive decision rates for different demographics )

- Explainability ( when we get a decision , can we explain what led to it |?
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Regulatory Frameworks and
Responsible Al

Mapping Al Evaluation Requirements for the EU Al Act and ISO/IEC42001

Dr. Petros Stavroulakis
Trustworthy Al Consultant, code4thought

Visiting Professor of Computer Scienc&yvelpidonMilitary Academy




QL
T\
Disclaimer:

codedthoughtdoes not provide legal advice and has never

represented itself as doing so, either explicitly or implicitly.

All information is provided for educational purposes only
and should not be relied upon as legal advice.
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[ 1. FAIRNESS & BIAS )

HISTORICAL DATA BIAS ANALYSIS ~ BIAS Il\:dl[l'_rIgl{\TION

OVER-
REPRESENTED

| EourmaBLE

TRAINING

UNDER-REPRESENTED ? \f &

* Analyze Training Data for Hiddn Biases
o Implement Advanced Bias Mitigation Techniques
* Monitor System Output for Non-Discrimination
Ensure Al systems do not discriminate against
| specific individuals or demographic groups. |

[ 2. TRANSPARENCY & )
EXPLAINABILITY

A [
\/

——t

MODEL
SPECIFICATIONS
DOC

B

() ===

WHY CREDIT
WAS DENIED

* Disclose Al Operations and Decision Logic

o Create Clear, Human-Understandable Explanations

* Provide Detailed Audit Trails and Documentation
Design Al models so their operations,

| data, and decisions can be understood. |

DATA PROVENANCE
TRACKER

| assign responsibility for system outcomes. |

Al GOVERNANCE
BOARD

B @

DEVELL&’I;JENT T DEPLOYMENT I MONITORING

MANAGER AUDITOR

RESPONSIBILITY ASSIGINSIBILITY
CHECKLIST ACCOUNTABILITY

o Establish Clear Human Oversight for System
* Define Individual Responsibility Across Lifecycle
o Create Communication Channels for User Grievances

Establish clear human oversight and a way to

v

e Practice Data Minimization
(only essential data)
© Prioritize User Consent and Subject Rights

o Use Robust Data Anonymization
and De-identification

5 CONSENT o~
GATEWAY

MANAGE
USER
CONSENT
@@=

i DATA
DE-IDENTIFICATION  p SECURE
Protect user data and respect

user data autonomy.

* Robust Defense DATA —_—
Against Cyber Threats "°‘§’\’f"§f & INJECTION

o Harden Models Against
Adversarial Manipulation

o Secure the Entire
End-tEnd Lifecycle

CYBER
- ATTACK

A
ROBUSTNESS
TESTING

Ensure technology is robust against cyber

[ aprivacy [ 5.security  JM[6. sAFETY & RELIABILITY |}

o Conduct Thorough Safety
Risk Assessments

o Verify Model Accuracy

and Generalization

P
== sile
ACTIVATION PREVENTED HARM

FINANCIAL
CRASH

SAFE O
SHUTDOWN

Build accurate, dependable systems
that do not cause harm.

threats and adversarial manipulation.
S S\

[3. ACCOUNTABILITY |

N

r
LL

A b ®
Definition: The business
governance and Al lifecycle

processes by which produce
Trustworthy Al

~
©
()
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1. accountABILITY JM[ 2. TRANSPARENCY ) |
) e Assign Clear System ) INTERNAL e Audit for Algorithmic Bias
Ownership Y LoGIC

* Maintain Detailed )7)_DECISION %
Audit Trails :I_ PATHS 2 ° GROUPB  GROUP C ‘
. Esﬁgi\s:n?s?:\i;ess — * Employ Fairness-Aware

Q)
-7
mmﬂ; @

* Disclose Al Use to Users “MODEL Y BIAS
j * Generate Understandable ExpILUMENTATION E&E‘;‘# == MITIGATION
N * Publish Model Cards & Datasets|_ CARD | )__STRATEGY

Clear lines of responsibility for Al Enable users to understand how Ensure equitable treatment and prevent -
|__ system actions and outcomes. | | and why Al decisions are made. | | discrimination across all user groups. |

(" R (. By P )

4. PRIVACY 5. SECURITY 6. HUMAN OVERSIGHT T

| DATA o Practi inimizati . i ADVERSARIAL .

MINIMIZER Practice Data Minimization Harden Against

e
e Review High-Stakes Q
Al Decisions
REVIEW

cate | ® Maintain Real-Time

* Use Data Anonymization Exploits & Attacks
o Prioritize User Consent | | ® Secure Complete

ATTACK
5~

\

Data Lifecycle System Control
| » Continuous Securi IS | ® Implement ‘ S A :
NS R = * Al, the produced system operates in
N/ VULNERABLITY a Trustworthy fashion

Protect sensitive personal data Protect he Al system from external | [ Maintain effective human control ]
| and respect user data autonomy. | 1 | threats, manipulation, and vulnerabilties. | |  and judgment over Al systems. |
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F LL Of Savour The Famous Grouse Responsibly
CHARACTER s tie by drinkawere.co.uk

Savour The Famous Grouse Responsibly

tes th ey drinkawere.co.uk

"Disclaimer: This image is used for educational and analysis purposes only under the Fair Use doctrine. The presentation does not
own the copyright, nor does it imply an endorsement or promotion of the alcoholic beverage or brand shown."



The Core Offering
The product beautifully
and warmly lit,
emphasizing craft,
transparency, and care.

The Mascot
——— A grounded, physical
anchor that gives an
inanimate product a living
face and personality.

The Hook

Bold, classic serif
typography communicating
uncompromising quality
('FULL of CHARACTER).

<.--.l....l

The Mandate

The compliance text grounding the
aspirational ad in ethical reality (‘Savour...

Responsibly’).



~ | Insert Al company logo. |

FULL of
INTEGRITY

Develop Al Responsibly.

Certified by: 3k code4thought e



EU Al Act

Regulation (EU) 2024/1689
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2. FUNDAMENTAL RIGHTS PROTECTION 3. HUMAN OVERSIGHT & AGENCY
oo Oversight

1. RISK-BASED REGULATION |

- ~

Human in
the Loop

Ensures Al serves democracy and the rule of law.
Specifically targets the mitigation of algorithmic bias
i and protects individual privacy and non-discrimination. |

The EU Al Act purpose:

9ail ot AaKAY I (F
Mandates that humans remain “in the ,([: ompreheglswe ltegal frameév Ofrk

loop.” High-risk Al must be designed for 0 ensure Al systems are , saie ,
effective oversight by natural persons Trustworthy and Respectful of

to prevent automated harms. fundamental European Values

Categorizes systems into four risk levels
(Unacceptable, High, Limited, Minimal). |
Obligations are strictly proportionate to 4, AL %

| the potential level of harm to citizens. |- - ; *

. {'* HARMONIZING “ )
4 SINGLE MARKET * TECHNOLOGY * TECHNICAL SAFETY
HARMONIZATION AN \ & ROBUSTNESS

Testing o
4
- M

‘ fadh K
. . 2 Strict requirements for accuracy, cybersecurity, and data quality. |
Replaces fragmented national laws with a unified legal framework across Model requiiments for acuracy, cybersecurity, and data quality. Models
| the EUto boost legal certainty and cross-border innovation for businesses. | I | must be resilient against adversarial attacks and technically dependable. J]
Regulatory Framework for Trustworthy Al | 2024 EU Harmonization | lllustrative Diagram
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__Entered into force August 2024hased application through 2027. Risk
based regulation covering Al placed on the EU market or affecting

persons in the EU.
Evaluation requirements concentrate on higfisk Al systemgTitle [lI, @
Chapter 2) and on generpurpose Al models (Chapter V).

Six trustworthiness properties are explicitly require@ccuracy, \
robustness, cybersecurity, fairness/ndiscrimination, transparency,
explainability/interpretability

_ Compliance is demonstrated through technical documentatiOfirt. 11

+ Annex V), quality management (Art. 17), conformity assessment, and
postmarket monitoring (Art. 72).

3k codedthought e



Article 15(1)t highrisk Al systems shall be designed and developed to
achieve arappropriate level of accuracy

Article 15(2)t the Commission shall encourage the development of
benchmarks and measurement methodologies. @

Article 15(3)t accuracy levels and relevant accuracy metrics shall be
declared in the accompanying instructions for use \

Article 13(3)(b)(ii)t transparency to deployersnstructions must include
the metrics used to measure accuracy

Annex IV (2)(gF technical documentation mustescribe the metrics used

to assess accuracy
Recital 74t appropriate accuracy throughout the lifecycle; performance

must be measurable and reproducible.

3k code4dthought e



Article 15(1)t highrisk Al systems shall achieve an appropriate level of
robustness.

Article 15(4) first subparagraph resilience against errors, faults and
inconsistencie ing

S

Article 15(4) second subparagrapgh addressing feedback loops where
outputs influence future inputs, including bias amplification risks.

Annex IV (2)(gF robustness metrics in the technical documentation,
including stresgesting and behaviour under degraded conditions.

Recital 75t design for resilience, with emphasis on operating
environment, foreseeable misuse and unexpected situations.

)

3k codedthought e



Article 15(1) and 15(5

to
or

Article 15(5) second subparagraph technical solutions for Adpecific @

vulnerabilities, including measures to prevent, detect, respond to, resolve
and control: odel \
S.

Annex IV (2)(hY cybersecurity measures put in place must be
le

and trigger updates where appropriate.

Recitals 76771 be
nd to integrate with the NIS2 / Cyber Resilience

Act framework.

Article 721 postmarket monitoring shall include cybersecuritglevant /

3k codedthought e



Article 10(2)(f)t examination of training, validation and testing data in
view of possibl hts
n

Article 10(2)(gx appropriate measures to detect, prevent afmtigate
s

Article 10(3)t datasets must be relevargpfficiently representativefree

of errors and complete for the intended purpose.

Article 10(5)t permits processing of special categories of personal data
strictly for rsubject to safeguards.
Article 271 FUindamental Rights Impact/Assessment (FmtAjeployers

of certain highrisk Al systems.
Recitals 67 and 70 interpretive guidance on data quality,

representativeness and discrimination

\
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Article 13t transparency and provision of information to deployers

intended purpose, capabilities, limitations, expected accuracy and
robustness, foreseeable misuse, performance on specified groups.

Article 50T fransparency obligationfor providers and deployers of @

certain Al systems: chatbots disclosing Al interaction, marking of synthetic
/| deepfake content, notification for emotion recognition and biometric \
categorisation.

Article 53(1)(ag(d) T generaipurpose Al model providers: technical
documentation, information to downstream providers, an-

available summary of training data /

Recitals 27, 72, 132341 principles of transparency and obligations
regarding synthetic content.

3k codedthought e



Article 13(1)t highrisk Al systems shall be designed and developed in such a
way astob ta
YR dzaS A G F LIINZPLINAIF (St 2

f
Article 14(4)(cx natural persons assigned to human oversight must be able @
to 2 20SYQa 2 dzd Lidzh
Article 861 right to explanation of individual decisignaking: affected \
persons subject to a decision based on a high Al system may obtain clear

and meaningful explanations of the role of the Al system in the decision
making procedure and the main elements of the decision taken.

Recital 271 the fflistWorthy=Al principle of explicability /intelligibility

Recital 1711 explanations to affected persons must be meaningful and /

3k codedthought e



ISO/IEC 42001:2023

Al Management System clauses and Annex A controls
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/

Core principles of the Artificial Intelligence Management System (AIMS) standard, enabling
organizations to manage Al-related processes effectively and responsibly.

\

\

1. PURPOSE & AIMS FOUNDATION

r

; | t; 3
8

Analysis

Standardized Organizational
Process Frams Structures
« Establishes a structured framework for an Al Management
System (AIMS).
* Applies to any organization regardless of size or sector.
« Harmonizes with other international management standards
ge.g., 1SO 9001, ISO/IEC 27001).

upports the responsible development, deployment, and use of Al.

RISK-BASED THINKING
& Al ASPECTS

>0 System Risk
s) Complexity [ Sources

\ Intended
/ Use

« Integrates risk-based thinking throughout II Al processes.

« |dentifies Al aspects that could create risk to AIMS outcomes.
* Determines risks and opportunities for achieving intended results.

|  Plans actions to address these risks and opportunities (Risk Treatment).

CONTINUOUS

IMPROVEMENT N7
Plan-Do-Check-Act (PDCA)
cycle, tailored for Al
process management.

‘ Stakeholders

* Requires analysis of internal and external issues affecting
AIMS objectives.

* Considers the needs and expectations of relevant stakeholders.

» Demands visible commitment and accountability from top
management.

* Establishes an Al policy that aligns with organizational goals. |

alysis

4 OPERATION, EVALUATION ]
. & IMPROVEMENT

Post-market
Monitoring
(Art. 72)

Technical
Documentation //
(Art. 11 + Annex IV) ==

op-g=-H-d

Operation  Monitoring Audit

Controls Checklist Review
« Plans, implements, and controls necessary processes to meet AIMS requirements.
* Monitors and evaluates performance through internal audits and management reviews.

Manageent Continuous

2. ORGANIZATIONAL CONTEXT & LEADERSHIP ||l

Improvement

* Addresses non-conformities and pursues continual improvement of the AIMS.
| Ensures AIMS remains suitable, adequate, and effective. )

Core PurposeThe
establishment of an Al
management system
AIMS



ISO/IEC 42001:2023 Clauses related to Al
evaluation

Clause 6.1.4 Al systen_(tovenng individuals,

groups, society).

Clauses 8.2/8.3 /8.4 k
d impact assessment.
— of

Clause 9.2 internal audit Clause 9.3 management review.

Clause 1@ continual improvement and nonconformity management.

\

2
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Impact assessment A.5.2 (process), A.5.3 (documentatioA)5.4 (impact on
Individuals/groups, fairnessp.5.5 (societal impacts). @

Lifecycle & testing A.6.1.2 objectives; A.6.1.3 process&$.2.2 requirements &

specification (accuracy, robustness, security, fairness, transparency, explairnability)

A.6.2.3 design documentation; A.6.2.4 verification & validation; A.6.2.5 \
deployment; A.6.2.6 operation & monitoring; A.6.2.7 technical documentation;

A.6.2.8 event logs.

Data qualityt A.7.2 data for development; A.7.3 acquisition; A.7.4 quality of data;
A.7.5 provenance; A.7.6 preparation.

Information to stakeholderst A.8.2 documentation for users; A.8.3 external
reporting; A.8.4 incident communication; A.8.5 information for interested parties.

Responsible use A.9.2 processes; A.9.3 objectives; A.9.4 intended use.

Third partiest A.10.2 allocating responsibilities; A.10.3 suppliers; A.10.4
customers.
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Greek Law 4961/2022

«gAah L " >BABE B L ANT <7
Y AL AN AN B AT
h <« < B ] " h h v B °
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Not the Greek mirrotaw for EU Al Act , as has been suggested that has not yet been voted in.

Greek Law 4961/2022 focuses on certain similar aspects, but was created before the EU Al Act:
Defines howpublic and private sectarses and engages with Al systems
Precursor to full EU Al Act (EU Al Act was voted in the EU in 2024)

Algorithmic Impact Assessmeflg <! ~ = "n' > " "SHEA > " (AJA)AA YA L | NI UFRIA9 !
Al Systems Register ( _ " f ¥ . A§ 7 " >7 "2 AR "> b heoto<T 0 C)similar tonEU
1L 1 O3 Qa 9dzNP LIS Yy wS3JAauNE

Transparency and Accountabilitig (" . pvf, b AbB¢h®p ™ 0 ¥ b )~

Bias¢ " ~ ' *h” . " ' "~ ssh, s’ “Ch mchh Y cw>' ARG 0 Y)E LA

Does not contradlct GDPR
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Greek Law 4961/2022r Safe and responsible use




Greek Law 4961/2022 Accountability







Greek Law 4961/2022 Impact assessment

B’l 5:B<JV'!‘>!CII Bq ’>l A | hA lq‘ ’—V
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Greek Law 4961/2022Transparency and
Explainability

RY S E
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Greek Law 4961/2022Transparency and
Explainability

B~ 7¢Y ~ . shaby oAt >h A B LA
AT > T T ’\'.
~ 4 N 1 - N v v ~
1 ! t t 1 ' L | I | €
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Greek Law 4961/2022Safety

X

IO LA A vt T h
T Hh>w Bt I’r’ 14 ha 'Ch* B ., A" ¢ h
h"h¢ oo Yyt ¢ hh ""P[) RO w
_< 1 ’ ~ ~ x N\ K \I h " VP|I—+ I. ~ A h‘jf ZW q .l ~ N 1

hs >Ch h™ ¢ B #
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Al ASSURANCE . JUNE 2026

Compliancec centric Al
measurement

Automated measurement methods for Al systems

Dr. Petros Stavroulakis
Trustworthy Al Consultant, code4thought

Visiting Professor of Computer Scienc&yvelpidonMilitary Academy




TWO DIFFERENT TYPES OF EVALUATION METHODS FOR TESTING Al MODELS

1. BENCHMARK DATASETS (Automated Testing) 2. ANALYTICAL METHODS (Tailored Analysis)
STANDARD DATA BLOCKS STANDARD METRICS TAILORED METRICS
=) Robustness
< lﬁ & Bounds
obustnessBounds StatisticalChecks E
Structural BT N ?letjgl?tness
'"E'ﬁcgl':" Iﬂ distribution
ﬁ% Property
verification

comparison >
internal

analysis STRUCTURAL &
? BEHAVIORAL PROOF
STANDARD TEST SETS: standardized collections of data INTERNAL LOGIC & PROOFS: mathematical and
with with pre-defined tasks & ground truth. structural analysis of model behavior & properties.
EXTERNAL COMPARISON: provides a common yardstick STRUCTURAL INSPECTION: checks internal soundness,
for comparing models objectively. adversarial resilience.
SCALABLE & REPRODUCIBLE: fast iteration, Cl/CD TAILORED & DEEP: custom metrics to understand failure
gating, easy regression checks. modes on specific distributions.
Downside Data Contamination (data leaks)  Saturation (scores reach 100%) Downsides Complexity (mathematically intensive)  Hard to Scale
. J \_ J

Methods Guide for Al Model Evaluation | Standardized vs. Tailored Assessment | lllustrative Diagram
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Evaluating Visual Al via the
FACET Benchmark Dataset
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31 Aug 2023 Meta publishedFACET as a
comprehensive benchmark datasetesigned for
measuring or evaluating the robustness and
algorithmic fairness of Al and machtwearning
vision models for protected groups

AT
.~ --‘"‘,‘w B et e
e e 2 TR
- R SRR
-}

We can perform fairness analysis on Al models, by | "
using a dataset that allows fonulti-value labelling
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Therefore, we can use the performance metrics to
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Fairness evaluation
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TPR

Fairness evaluation
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TPR

Fairness evaluation
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Evaluating a Tabular Al model
via Analytical Methods (1Q4Al
tool)
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1St Assessment Home | My Organizations | Definitely Not Biased Inc. | Employee Promotion

Explainability

MASHAP Analysis
SHAP MASHAP
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